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1 Overview

Hongdian Router supports OpenVPN. Here we take an example for guiding you to build up the IPSec connection
between Hongdian Router and MikroTik RouterOS. Wherein, Hongdian Router works as OpenVPN client;
ROS works as OpenVPN server.

2 Description

2.1 ROS Setting

1. File List: upload server.crt, server.key, dh1024.pem.
@ 2dmin@192.168.88.1 (MikroTik) - WinBox v6.36.1 on hEX (mmips)
7Sesrsiﬂ . Settilgs Dashboard

X | (4| | Safe Mode Session: |192. 168. 88. 1

A Quick Set
Mnterteces | =| 7] [B][@)] [ Beckep || Restors | [tptesd ..

25 Brides File Name Type [size Crestion Time

. ) dhi024. pen _pem File 245 B Jan/05/1970 20:26:16
= S flach disk Tan/01/1570 00:00:01
=2 Switch B server art St il 4028 B Tan/05/1870 20:26:09
o8 fesh Biserver key ‘Key Eila 916 B Jan/05/1970 20:26:13

& 1P I
7 MPLS f
# Routing f

)

o’ System

& guenes

[ Files

| Leg

. Radius

9 Tools I
[B New Terminal
#5 Partition

_J Make Supout.rif

& Manual
@ New HinBox
Exit
server.crt server.key dh1024 pem

The shown above is certificates made by Hongdian, only for test.

2. Certificates: select server.crt, server.key.
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(© 2dmin@192.168.88.1 (MikroTik) - WinBox v6.36.1 on hEX (mmips)

Session  Settings  Dashboard
Safe Mode Session: 1892 1B8.88. 1
A ——

[ Tnterfares Certificates ‘SEEP Servers SCEF A Requests OTF

e Brides EE

=g rrp P [ Hame + |Tssner [Common Name [Subject A .. |Key Size |Days Valid |Trusted |SCEP URL CA Fingerprint
KT server ert (1 C=CN,5T=G. . DpenVPH S 1024 650 yes =1571685h

Inpert H Card Reinztall ‘ Card Verify || Revcke H Crasts Cart. Request

= Syitch
8 Mesh
58 1P

<77 MFLS
4 Ronting
45 System
B Gucues
[ Files
L) Loz

. Radius
A Tools 2
B Hew Terminal

v | v | v v

¥ Fartition

| ] Make Supeut. rif
& Marual

@ Few WinBex

B Exiv

3. IP Pool: configure openvpn ip pool.
@ 2dmin@192.168.88.1 (MikroTik) - WinBox v6.36.1 on hEX (mmips)
Session  Settings Dashboard

Safe Mode Session: 192 165. &6, 1
i ik st

[#8 Interfaces FPools |Used Addresses

5 Bridee |E||E|
=R FFP [Hame o [hddresses West Fosl [

S default-dhep 192. 168, 56. 10-192. 168, 85. 254 none
[ epenvn 10.0.9.2-10.0.9. 100 none |

= Switeh

“13 Mash
gl TP

7 MPLS
#2 Routing
o7 System
& gucnes
[ Files
5] Log

M Radius
% Tools 2
B Hew Terminal

v | v v v

#5 Partition

| < Make Supeut.rif
& Manual

@ Few WinBox

B Exit

4. PPP Profiles: configure openvpn ppp profile.
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(© 2dmin@192.168.88.1 (MikroTik) - WinBax v6.36.1 on hEX (mmips)

Session  Settings Dashboard

|| Safe Mode Session: |192. 168,68, 1

A& Quick Set
[ Interfaces Interface FFFoE Servers Secrets Profiles |hctive Cormections L2TP Secrets

A Bridee *+ = | T

C-biag Hane Local Address |Remote Address Bridge  [Rate L... |Only One
@ default default
— @ defaul t-encryption default
“15 Mesh @ openven spenvpn apenvpn default
s TP

< WPLS

2 Switch

& Routing

v v v v

) System
B gusnes
[ Files
|| Loz

L Radius
& Tools [3 Remote Address: |spenwpn ¥ -

:

Local Address: |openvpn ¥ -

) Hew Terminal Bridge: h

B Partition
: Bridge Port Priority: A
| 4 Make Supeut.rif

& Marmal

@ Tew WinBox

B Exit

Bridgs Path Cost: -

Incoming Filter: -

Outgeing Filter: -
Address List: -
IHS Sevver: -
HINS Server: -
Change TCE MSS
Cone (Cyes (¢ default
Use UPnP
Cne (yes (¥ default
5. PPP Secrets: configure openvpn ppp secret.
@ admin@192.168.88.1 (MikroTik) - WinBox v6.36.1 on hEX (mmips)
Session Settings Dashboard
LoRiNe] Safe Mode Session: [192. 185.85. 1
A Quick Set
|8 Interfaces Interface FPPFoE Servers Secrets Profiles Active Connections L2TP Secrets
o Bridge dh||=| || 3| (0| | T| | PPP Authenticationbhecounting
ﬁPPP Hame Fassword Service |Caller ID Frofile Local Address Remote Add .. |Last Logged Out
= Switeh etest kot any OpEnVDR 10.0.9.1 10.0.9.2 Jan/05/1970 20:14: 16
“I3 Mesh
=5l TR Ik
7 MELS [
#2 Routing [
{57 System [
Q Huenes Hame:
| Files Password: |kt -
[ Log Service! |any S
M Radius Pl T =
g
. Tool [
k oets Profile: |openvpn ¥
B Hew Terminal
5 Partition Local Address: [10.0.9.1 -
L Mekee Supout. rif Renote Address: [10.0.8.2 -
9 Manual
@ Few WirBox Routes: v
B Exit
Limit Bytes In: w7
Limit Bytes Out: w7
Last Logged Out: |Jan/0S5/13970 20:14:16
enabled
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6. PPP Interface: configure openvpn ppp interface.
@; admin@192.168.88.1 (MikraTik) - WinBox v6.36.1 on hEX (mmips)

Session Dashboard

|| ca

Settings

Safe Mode Session: |192. 168. 88. 1

A Guick Set
¥ Interfaces
34 Brides

=g pre

Interface

|| =

Hame

FPFoE Servers Secrets Frofiles

LAl ARI=10N

PPP Scanner

=2 Switch dbovpnoind
I Mesh

&8 1P

L WELS
&2 Routing

v | v v | v

G5 System
& gnones
[ Files
L) Leg
. Radius
A Tools I
] Few Terminal

#5 Partition Auth,
Wake Supout. rif

;’ Cipher:
Warmal

@ Few ¥inBox

Active Conmections

FPTP Serwver

Fort:

Mode:

Hetmask:

MAC Address:

Max MTT:
Keepalive Timeout:

Default Frofile:

Certificate:

L2TF Secrets

SSTF Server || L2TF Server || OVEN Server

o

¥iEnabled
1194

“l

ip

24
FE:35:8T:F5:FT:AA
1500

20 a

-

op envpn

«

server. ert 0

Require Client Certificate

blowfish 123 (v aes 128
aes 192 aes 256
nall

Exit

Please note Auth can not enable md5 and shal meantime, can enable either md5 or shal.

7. ROS Test

@ admin@192.168.88.1 (MikroTik) - WinBox v6.36.1 on hEX (mmips)

FPPoE Secan
C R Packet (pfs) |FP Tx

o

0 bps

Session Settings Dashboard
W3 || (4| | Safe Mode | Session:[192 168881
A% mick Set
|98 Interfaces Interface PFFPoE Servers Secrets FProfiles Actiwe Cormections
4 Brides | = 3| | T| | PFP Scanner || PPTP Server || SSTP Server
=2 PPP Hame Type L2 WTU |Tx Rx
5 Svitch Gvovpr-inl OVFW Server Binding 0 bps
IR 4b<ovpn-test>  OVEN Server Binding 1588 bps

1 Mesh
&2 TP 3
7 ML [
# Routing 13
2 System li
& guenes o=
[ Files

General Status Traffic -
B o [ ]

TxfRx Rate: 1568 bps| /(1565 bps
. Badius Copy
B /R Packet Rate: 3 p/s | /[3 p/s

K Tools ¥ Renove
B/ Hew Terminal FE Tu/Rx Bate! 0 bps | /[0 bps Toreh
5 Partition

FP TafRx Packet Bate! D pfs | /|0 p/s
| J Make Supout.rif
@ taral Tx/Bx Bytes: |25.4 KiB| /[25.4 KiE
@ Hew MinBox TR Packets: 329 1 [z27
B Exit TufRx Drops: |0 il

Tx/Rx Errors: [0 /o
Bl Tx Packet: 3 pfs
MFx Packet: 3 pfs
dymemic  |encbled  |ruming Status: o

L2TF Secrets

L9TP Server || OVEN Server | PFPoE Scan
Tx Packet ( Fx Packet (p/s) [FP Tx P Rx FF Tx Packet
0 bps 0 bps 0 bps
1568 bps 3 3 0 bps 0 bps
=1 E3
Completes the command/word. If the input is ambiguous, -
a second [Tab] gives possible options
/ Move up to base level
Move up one level
Use command at the base level
Tik] > ping 10.0.9.2
SIZE TTL TIME STATUS
0 10.0.3.2 56 64 1ms
110.0.8.2 56 64 lms
2 10.0.3.2 56 64 2ms
3 10.0.8.2 56 64 lms
410.0.3.2 56 64 1ms
5 10.0.9.2 56 64 ims
6 10.0.9.2 56 €4 1ms
7 10.0.9.2 56 64 ms
8 10.0.9.2 56 64 lms
9 10.0.3.2 56 64 1ms
10 10.0.9.2 56 64 1ms
11 10.0.9.2 56 64 1ms
2 10.0.9.2 56 64 lms
13 10.0.9.2 56 64 1ms
14 10.0.9.2 56 64 ims
-

FP Bx
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2.2 Hongdian Router Setting

1. Upload client ca.crt into Hongdian Router.

Network Applications VPN Forward Security System Status

Local Log Remote Log Clock Account Network Test Files

Upload ca.crt Note:
Select the firmware file (.trx) used to
Firmware Setting BRI | FRIEREA L Reset upgrade, then click the 'Upgrade’
- button.

Warning: This upgrading may take a
few minutes, please do not alow
device to lose power.

Backup setting EETH | R Key
The capacity of system for upgrading
is limited to 1M.

Make sure your size of upload firmware
file less than 10M.

Factory setting

Backup Settings:

You may backup your current
configuration in case you need to
Dekete reset the router back to its factory
| | . default settings.

cacrt H - HE Ifyou add a key export configuration
1 ; wil be encrypted, please ensure that
the imported key is correct.

Patch Operation

cacrt

The shown above is certificates made by Hongdian, only for test.

2. Configure OpenVPN client, the shown below is test template.

Connecting Machine Control Panel

Applications | VPN | Forward  Security

Tunnel ~ PSec  OpenVPN

Advice:

OPENVPN Service & Work Mode: cient mode, the other
side must be server; multi mode,one
to one mode(the other side & not

Basic Settings server).

dev:network nterface type,tun(OSI
Layer 3),tap(OSI Layer 2),plase make
Work Mode clent ¥ sure this configuration & matched with
the other side.

Status connect

Dev tun ¥

Protocol tep v

Destination IP or Domain 192.168.88.1 * Max length is 32
Port 1194 * 165535
Compress Enable ® Diable

nobind Enable ® Diable

Authentication auth

Encrypt MD5 v

Usemame test * Max length is 32
Password test * Max length s 32
Ca /mnt/update/ca.crt * Max length is 32
Te Max length & 32
Keepalve Max length & 32
Cipher AES-128-CBC v

[ sove | Reh
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E. Buid time: 170412-160710
Time: Thu Apr 13 14:28:14 2017

Connecting Machine COﬂtrOl Panel
Network Applications VPN Forward Security System Status

Basic System Information LAN WAN WLAN WLAN_5G Modem Routing Table

Static Route Display:
This page displays system's current
| | | ‘ ‘ routing table.
There wil be one default route status
‘ 0.0.0.0 I[ 0.0.0.0 I 0.0.0.0 [[ etho ]| 1 | displayed when the link backup
[ [10.0.9.0 [ 255.255.255.0 I 0.0.0.0 w0 [ 0 \ Fum;t‘fm ‘Eeﬂabbi- SeekNetwofK
\ 192.168.8.0 | 255.255.2550 || 0.0.0.0 I bo [ o || nheuration;LinkBackup.
[ 192.168.88.0 Il 255.255.255.0 I 0.0.0.0 [ etho | 0 |
Policy Route
| | J
Refresh

root@router:~# ifconfig tune
tuno Link encap:UNSPEC Hwaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:10.0.9.2 P-t-P:10.0.9.2 Mask:255.255.255.0
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:® overruns:0 frame:0
TX packets:0 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:100
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

root@router:~# ping 10.0.9.1

PING 10.0.9.1 (10.0.9.1): 56 data bytes

64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
~C

: seq=0 ttl=64 time=1.
seq=l ttl=64 time=1.
seq=2 ttl=64 time=1.
seq=3 ttl=64 time=1.
seq=4 ttl=64 time=1.
seq=5 ttl=64 time=1.
seq=6 ttl=64 time=1.
seq=7 ttl=64 time=1.

CR-N-N-N-N-R<R-)
OWOWYWYWYOOY
e e Y =
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