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1 Overview 
In some field applications, it needs to enable link backup for IPSec VPN, to make sure the stable VPN connection.  
After the IPSec connection having been established in Hongdian Router via WAN, how can it make the modem as 
backup link, so that if WAN is unavailable, the IPSec is still works via modem link?  
Here we would guide you for this case.  
There are two ways to achieve the link backup for dual moedm, and we firstly introduce the two link backup 
individually, next show you how to apply the link backup to existed IPSec connection. 
 
 

2 Description  

2.1 Main-backup mode 
Regarding the scene about wan and modem linkbackup, when wan link as main, modem link as backup, it can be 

supported. Settings are on page>>Network>>Link Backup. 
Steps are as below. 
1. We finish the settings about wan and modem, wan port is dhcp (for example the wan port method of getting 
the IP), modem port is according to your custom. 
wan: 

 
modem: 
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2. If your Network Type settings has changed, please recover to the following.  

 
  
3. We use Link Backup feature, as following: 

 
 
Rule0 is for checking eth0, if wan link fail, the link will switch to backup link. 
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Note: If don’t want backup link switch to main link immediately when main link is back ready for working, can 
setup the Running Timeout setting on Main link. The setup means: unless the main link is back and stable for 
that specific time, link doesn’t switch. It will ensure the stability of the internet access.  
For example: in image below, the timeout setting is set in main link, that means when main link resume, it 
should stable available for 1 hour. Then the link will switch from backup link to main link. If main link resumes 
but not stable available long enough for 1 hour, the counter will restart every time the link interrupted.  

 

 
 
Rule1 is for checking modem, When Main link is resume available, the link will switch to main link.  
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4. We add MASQ about eth0 and modem. 
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5. Please delete the default setting in page>>Forward>>Routing. When using link backup feature, this setting 
should be empty.  
 
After that, the link backup setting is done, you will see the default route is eth0, refer to pic1, if wan link fail, the 
link will switch to modem link, you will see the default route is modem, refer to pic2 
  
pic1 

 
  
pic2 
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PS: about the linkbackup total switch time instruction: 

 
From the log, the linkbackup switch from start to end, total cost 15s(retry time is 3), so every linkbakcup every 
check time cost 5s, we can draw the linkbakcup total switch time range is  
Min: 5s*retry time<= linkbackup total switch time <= Max: normal interval+5s*retry time 
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2.2 Mutually backup mode 
 
1. All settings are the same to Main/backup mode. The only difference in setting is to change main link rule  
name from 0 to 1-9 number. Then the main link rule will become a backup link which is equal to another rule.  
And the two rule are equal.  

2. The working mode works this way:  
When device start, device uses the rule with lower number rule at first.  
When the link with lower rule number no longer available, device uses another rule.  
When the link with higher rule number no longer available, device uses the other rule.  
And this work mode continues. And no other case will trigger link switch. 

 
In the mutual backup mode, the “timeout “ is invalid.   
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2.3 IPSec connection insurance when link switch 
 
When link switches between WAN and LTE, the IPSec connection need to rebuild. 
 
To let WAN connection rebuild success through different link, the interface selection is important, Normally,  
when link not switch, the interface can be set to eth0 when link work on WAN. The interface can be set to 

modem, when use LTE.  
 
However, in the link switch case, in order to let IPSec package be sent from correct interface, we should set the 
“Encrypt Interface” to “br0” as show in image below:  
 

 
 
 
And to detect IPSec connection, and trigger it to restart when link switches, need to setup ICMP detection:  
Make the source interface “br0” and make the command: killall ipsec_init 
 
When IPSec cannot work, ICMP detection will trigger IPSec to reset, and IPSec will try to rebuild until connection 

is buildup successfully.  
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